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Supporting Clinicians Through Certified Health IT

Interactive — Plain Language — User-Friendly Tool — HealthIT.gov
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https://www.healthit.gov/sites/default/files/understanding-certified-health-it-2.pdf


Understanding Certified Health IT
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https://www.healthit.gov/sites/default/files/supporting-care-across-the-continuum_508-0817_0.pdf
https://www.healthit.gov/sites/default/files/expanding-patient-electronic-health-information-access-and-exchange_508-0817.pdf


Why update it?

• A broad range of consumer health 

technologies beyond PHRs now 

exist. 

• More and more individuals are 

obtaining access to their electronic 

health information and using 

consumer health technology to 

manage this information. 

• Users are concerned about privacy 

and security of their data. 

• Existing privacy policies are long, 

complex, and confusing; Very few 

users read the privacy policy and 

those that do read it may not fully 

understand the content in the 

policy.  
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• A voluntary, openly available resource 

designed to help developers provide 

transparent notice to consumers about 

what happens to their data. 

Standardized, easy-to-use framework 

to help developers clearly convey 

information about privacy and security 

to their users.

• The 2011 MPN was developed in 

collaboration with the Federal Trade 

Commission and focused on Personal 

Health Records, which were the 

emerging technology at the time. 

• Does not mandate specific policies or 

substitute for more comprehensive or 

detailed privacy policies.

What is the 
Model Privacy Notice?



ONC’s 2018 MPN

• ONC conducted the Privacy Policy Snapshot Challenge. The 
Challenge called upon developers, designers, health data privacy 
experts, and creative, out-of-the-box thinkers to use the 2016 
MPN to create an online tool that can generate a user-friendly 
“snapshot” of a product’s privacy practices. The Challenge 
required that the MPN:

» Be customizable to reflect the app or technology’s particular data 
privacy and use policies.

» Inform and educate the user so that they understand how the 
app or technology uses their personal health data. 

» Be tested with consumers to bring in direct user feedback.

• The Challenge led to the updated 2018 MPN which incorporates 
user feedback from the Challenge participants. It can be used 
with the 3 MPN generators selected through the Challenge.
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https://www.challenge.gov/challenge/privacy-policy-snapshot-challenge/
https://www.healthit.gov/sites/default/files/2018modelprivacynotice.pdf


ONC’s 2018 MPN
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Leveraging Health IT in the Fight 
Against Communicable Disease
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Patient Unified Lookup System for Emergencies

• PULSE is designed to provide interconnectivity to enable provider 

organizations (including HIOs) and healthcare professionals to 

query for and view patient documents during disasters

• PULSE:

» Authenticates Disaster Healthcare Volunteer (DHV/ESAR-VHP) 

providers to the PULSE Web Portal

» Allows disaster workers to query and view patient documents 

(e.g., C-CDAs)

» Federates queries and patient document requests to all 

connected HIOs

» Functions only in certain regions in California
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Patient Demographic Data Quality Framework 
& Ambulatory Guide
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• ONC released the Patient 

Demographic Data Quality 

Framework and Ambulatory 

Guide to assist health care 

practices and systems in assessing, 

measuring, and improving patient 

demographic data quality. 

» The Framework may be accessed 

via the ONC Health IT playbook at: 

https://www.healthit.gov/playboo

k/pddq-framework/

» The Guide may be accessed via the 

ONC Health IT playbook at: 

https://www.healthit.gov/playboo

k/ambulatory-guide/

https://www.healthit.gov/playbook/pddq-framework/
https://www.healthit.gov/playbook/ambulatory-guide/
https://www.healthit.gov/playbook/pddq-framework/ 
https://www.healthit.gov/playbook/ambulatory-guide/


Health IT Playbook - ONC Education Module for 
Behavioral Health Providers 

• The Educational Module for 

Behavioral Health Providers 

contains resources and 

information for behavioral health 

providers seeking to adopt and 

implement health IT. 

• The module may be accessed via 

the ONC Health IT playbook at: 

https://www.healthit.gov/playbo

ok/pdf/educational-module-

Behavioral-Health-Providers.pdf 

https://www.healthit.gov/playbook/pdf/educational-module-Behavioral-Health-Providers.pdf


Health IT Playbook - ONC Education Module for 
LTPAC Providers

• The Educational Module for Long-

Term and Post-Acute Care 

Providers contains resources and 

information for LTPAC providers 

seeking to adopt and implement 

health IT. 

• The module may be accessed via 

the ONC Health IT playbook at: 

https://www.healthit.gov/playbo

ok/pdf/educational-module-

LTPAC.pdf 
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https://www.healthit.gov/playbook/pdf/educational-module-LTPAC.pdf


21st Century Cures Act – Title IV 

Title IV – DELIVERY

• Sec. 4001. Assisting doctors and hospitals in 
improving quality of care for patients.

• Sec. 4002. Transparent reporting on 
usability, security, and functionality.

• Sec. 4003. Interoperability.

• Sec. 4004. Information blocking.

• Sec. 4005. Leveraging electronic health 
records to improve patient care.

• Sec. 4006. Empowering patients and 
improving patient access to their electronic 
health information.

• Sec. 4007. GAO study on patient matching.

• Sec. 4008. GAO study on patient access to 
health information.
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Section 4001

• In Section 4001(a) of 21st Century Cures, the Secretary of HHS is required to set 
goals concerning the reduction of regulatory and administrative burden relating 
to the use of EHRs.

• The Secretary shall establish a goal with respect to the reduction of burden, 
create a strategy, and craft recommendations to achieve that goal. The strategy 
shall prioritize several areas, including but not limited to:

» CMS programs (for example, alternative payment models and Merit-based Incentive 
Payment Systems); Public health; Health IT certification; Individuals access to their 
electronic health information; Aligning and simplifying quality measures; and Privacy 
and security.

• In addition to burden reduction, section 4001(b)(C)(iii) refers to health IT for 
pediatrics.: “…the Secretary, in consultation with relevant stakeholders, shall 
make recommendations for the voluntary certification of health information 
technology for use by pediatric health providers to support the health care of 
children.”
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Section 4002 Overview:
Transparent reporting on usability, security and functionality

• Section 4002 lays out several items concerning the usability of EHRs.

» Conditions of Certification

– “[T]he Secretary…shall require, as a condition of certification and maintenance of 

certification for programs maintained or recognized under this paragraph, consistent 

with other conditions and requirements under this title, that the health IT developer 

or entity” not engage in information blocking, does not inhibit the appropriate 

exchange, access, and use of electronic health information, or does not engage in 

other prohibited practices. 

» EHR Reporting Program

– “the Secretary shall award grants, contracts, or agreements to independent entities 

on a competitive basis to support the convening of stakeholders…collect the 

information required to be reported in accordance with the criteria established as 

described subsection (a)(3), and develop and implement a process…and report such 

information to the Secretary.”
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Section 4003 Overview:
Trusted Exchange Framework and Common Agreement

Section 4003(b) directs the National Coordinator to establish a “trusted 

exchange framework for trust policies and practices and for a common 

agreement for exchange between health information networks[.]”
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Section 4003 Overview

• In 4003(c), the Cures Act requires that the Secretary create a provider digital 
contact information index, which can be established de novo or through a 
partnership with a private entity. The Center for Program Integrity (CPI) at CMS 
will be is leading implementation of this provision, and is working with ONC on 
that implementation.

• In 4003(e), the Cures Act established the Health Information Technology 
Advisory Committee (HITAC). Priority target areas for HITAC included in the Act:

» Achieving a health information technology infrastructure that allows for the 
electronic access, exchange, and use of health information

» The promotion and protection of privacy and security of health information in health 
IT

» The facilitation of secure access by an individual to such individual’s protected health 
information

» Any other target area that the HITAC identifies as an appropriate target area to be 
considered
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Section 4004 Overview:
Information Blocking

• Section 4004(a) provides a definition of information blocking:

» In this section, the term ‘information blocking’ means a practice that—

– ‘‘(A) except as required by law or specified by the Secretary pursuant to 

rulemaking under paragraph (3), is likely to interfere with, prevent, or 

materially discourage access, exchange, or use of electronic health 

information; and 

– “(B)(i) if conducted by a health information technology developer, 

exchange, or network, such developer, exchange, or network knows, or 

should know, that such practice is likely to interfere with, prevent, or 

materially discourage the access, exchange, or use of electronic health 

information; or (ii) if conducted by a health care provider, such provider 

knows that such practice is unreasonable and is likely to interfere with, 

prevent, or materially discourage access, exchange, or use of electronic 

health information. 
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Section 4005 Overview: 
Leveraging EHRs to improve patient care

• Section 4005(a)-(b) – Certification as it relates to the capability “of 
transmitting to, and where applicable, receiving and accepting data from, 
registries in accordance with standards recognized by the Office of the 
National Coordinator for Health Information Technology, including clinician-
led clinical data registries, that are also certified to be technically capable of 
receiving and accepting from, and where applicable, transmitting data to 
certified electronic health record technology in accordance with such 
standards.”

• Section 4005(c) – Treatment of health IT developers with respect to patient 
safety organizations & Report

» “…a health information technology developer shall be treated as a provider…for 
purposes of reporting and conducting patient safety activities concerning 
improving clinical care through the use of health information technology that 
could result in improved patient safety, health care quality, or health care 
outcomes.”
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Section 4006 Overview:
Empowering patients and improving patient access 
to their electronic health information

• Section 4006 instructs the Secretary to use “existing authorities 

to encourage partnerships between health information 

exchange organizations and networks and health care 

providers, health plans, and other appropriate entities with the 

goal of offering patients access to their electronic health 

information in a single, longitudinal format that is easy to 

understand, secure, and may be updated automatically.” 

• Includes several provisions, including provisions related to 

education of providers, access to health information, and 

usability.
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Sections 4007 and 4008

• Section 4007

» GAO study on patient matching.

• Section 4008

» GAO study on patient access to health information.
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Proposed Rule Addressing Cures Act Provisions

• Update certain provisions of the HITECH Act 

• Implement certain provisions of the 21st Century Cures Act, including 
provisions related to:

» conditions of certification and maintenance of certification for a health 
information technology developer or entity; 

» the voluntary certification of health IT for use by pediatric health 
providers;

» health information networks voluntary attestation to their adoption of a 
trusted exchange framework and common agreement in support of 
network-to-network exchange; and

» reasonable and necessary activities that do not constitute information 
blocking.
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The Office of Standards and Technology
Steve Posnack, Director
Office of the National Coordinator for Health IT 



In Summary

• Administer ONC Health IT Certification Program

• Lead ONC’s standards and technology investments and 

coordination activities through the ONC Tech Lab
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Ways to Engage

• Health IT Feedback

» https://www.healthit.gov/healthit-feedback 

• Interoperability in Action Webinars

» https://oncprojectracking.healthit.gov/wiki/display/TechLabI/ONC+Tech+Lab+Innovation+H
ome 

• Interoperability Standards Advisory

» https://www.healthit.gov/isa/ 

• Interoperability Proving Ground

» https://www.healthit.gov/techlab/ipg/ 

• Payer+Provider FHIR Task Force

» https://oncprojectracking.healthit.gov/wiki/display/TechLabSC/P2+FHIR+Task+Force+Home 

• Certified Health IT Product List

» https://chpl.healthit.gov/ 

• C-CDA testing

» C-CDA Scorecard https://www.healthit.gov/scorecard

» One Click Scorecard scorecard@direct.hhs.gov 
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The CHPL



The Interoperability Proving Ground



The Interoperability Standards Advisory



The C-CDA Scorecard





Detailed Feedback
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The One Click Scorecard



The United States Core Data for Interoperability
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21st Century Cures Act: Interoperability Definition 

• “(10) INTEROPERABILITY.—The term ‘interoperability’, with respect to 

health information technology, means such health information technology 

that—

» “(A) enables the secure exchange of electronic health information with, and use 

of electronic health information from, other health information technology 

without special effort on the part of the user;

» “(B) allows for complete access, exchange, and use of all electronically 

accessible health information for authorized use under applicable State or 

Federal law; and

» “(C) does not constitute information blocking as defined in section 3022(a).”.
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US Core Data for Interoperability (USCDI) Glide Path

The USCDI establishes a minimum 
set of data classes that are 
required to be interoperable 
nationwide and is designed to be 
expanded in an iterative and 
predictable way over time. Data 
classes listed in the USCDI are 
represented in a technically 
agnostic manner. 

1. USCDI v1— Required—CCDS plus 
Clinical Notes and Provenance

2. Candidate Data Classes—Under 
consideration for USCDI v2

3. Emerging Data Classes– Begin 
evaluating for candidate status

U.S. CORE DATA FOR INTEROPERABILITY

USCDI v1
REQUIRED

Emerging
Data Classes
BEGIN EVALUATING

Candidate
Data Classes
UNDER CONSIDERATION



2018 USCDI

Expansion of US Core Data for Interoperability (USCDI)

As the USCDI expands, Qualified HINs and their Participants will be 
required to upgrade their technology to support the data specified in 
the USCDI.

Supported
Data Elements

Emerging
Data Elements

Candidate
Data Elements

2019 USCDI

2020 USCDI

2021 USCDI

Some Emerging Require Further Work

Some Candidates Require Further Work

Some Candidates will be Accepted to USCDI

Some Emerging Elements Become Candidates

*NEW

*NEW

*NEW

*NEW

*NEW
*NEW
*NEW

*NEW

*NEW
*NEW

*NEW

*NEW

*NEW

*NEW
*NEW

*NEW
*NEW
*NEW

*NEW
*NEW

*NEW

https://www.healthit.gov/sites/default/files/draft-uscdi.pdf

https://www.healthit.gov/sites/default/files/draft-uscdi.pdf


Future HITAC Work

• Section 3003

• (A) identify priority uses of health information technology, focusing on 

priorities—

• (B) identify existing standards and implementation specifications that 

support the use and exchange of electronic health information needed to 

meet the priorities identified in subparagraph (A); and

• (C) publish a report summarizing the findings of the analysis conducted 

under subparagraphs (A) and (B) and make appropriate recommendations.
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