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Learning Objectives

• Discuss attributes of blockchain technology

• Identify key design elements of blockchain for 
healthcare

• Apply design elements and choose right tool for use 
cases in healthcare

• Assess policy challenges and opportunities that can 
inhibit or enable adoption
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IEEE-SA

IEEE (Institute of Electrical and Electronics Engineers)

• World largest technology association

• A non-profit with 423,000 members in 160 countries

• More than 100 years old

Standards Association

• Build standards for technology through consensus

• Develop protocol and policy recommendation guidelines for effective use of technology

• Building consistent protocols that can be universally understood

• Most notable Standards: 802.11 (Wi-Fi) and 802.3-2015 (Standards of Ethernet)

Full list of standards at http://standards.ieee.org

http://standards.ieee.org/
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Why IEEE in Blockchain?

The viability of blockchain in critical industrial use 

cases will lead to better outcomes (ie. security, safety, 

care, etc) for end-users.

Blockchain/Distributed Ledger Technologies (DLTs) affords 

the platform to build a digital trusted framework that will 

enable “protected” execution of the next generation of digital 

interactions amongst digital citizens.
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IEEE in Blockchain & Emerging 
Technology

• The ideal protagonist to convene all vested stakeholders and technologists 
to effectively valuate viability of industrial use cases in emerging 
technologies 

• Present a balanced perspective on opportunities, benefits and challenges 
when adopting emerging technologies

• Do not advocate any one solution for an industry challenge nor advocate one 
technology for every industry challenge

• Bridge the gap from industry to end-user, from industry to regulatory and 
from regulatory to end-user

• Educate on technologies that have the potential to solve a problem and 
aligns with our mission to “advance technology for humanity”
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Where Standards Can Help

Standards can mitigate or nominalize some of the barriers to 

implementation:

• Alleviate the questions of interoperability with other platforms

• Establish credibility in the technology application by aligning the name of 
a reputable neutral organization creating, approving, and protecting the 
standard

• Minimizing the uncertainty of the cost where the standard provides the 
blueprint to integration and interoperability 

• Through the development of a consensus-driven standards (all 
stakeholders represented in the process) resistance of user buy-in is 
mitigated
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Supply Chain/Clinical Trials Technology 
Implementations Industry Connections Program 

 Areas of Focus– Pharma Supply Chain, Medical Devices, 

Clinical Trials, Food Safety/Supply Chain, Smart Contracts for 

Supply Chain

 Hybrid Groups – Pharma /Health Executives, Regulators, 

Academia, Technologists and Patient Advocacy Groups (in the 

case of Clinical Trials)

 Outcomes: Framework for technical standards and/or 

recommended policy & protocol guidelines 

http://bit.ly/SC-CTIC

http://bit.ly/SC-CTIC
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Work Streams in Progress and 
Currently Recruiting
• Smart Contracts for e-Consent in Clinical Trials

• "Patient Health Data” Validation Scoring System

• Clinical IoTs Data Validation and Integration in Blockchain for Patient 
Recruitment and Clinical Research

• Techno-Legal Standards for Smart Contracts for Supply Chain

• Blockchain for compliance of US FDA DSCSA (Drug Supply Chain Security 
Act) 

• Blockchain, IoT and Cold Chain Logistics
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What is a blockchain?

• Blockchain is not bitcoin 

• It is the underlying technology in bitcoin 
and other cryptocurrencies

• It can be used for many use cases

• We will describe what makes up a 
blockchain and what it can be used for
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What problem does a blockchain solve?

• A blockchain lets us agree on 
history, even if we don’t all 
trust each other

– This allows us to agree 
on the state of the 
system

• There is no need for a trusted 
third party
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What makes up a blockchain?

• Distributed Ledger

– Distributed network of nodes 
(computers)

• Hash Chain

– Hash function

– Hash pointers

– Merkle trees

• Consensus
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System Types
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Hash Chains

• A successive application of a 
cryptographic hash function to a
piece of data

– From Wikipedia
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Hash Chain Example
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Consensus
• Why do we need consensus

– Need to decide what blocks are valid on the chain

– Need to decide whether we are using the current chain
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Different Consensus Algorithms
• Proof of Work

• Proof of Stake

• Practical Byzantine Fault Tolerance (PBFT)

• Proof of Elapsed Time (PoET)

• Many others
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Types of Blockchains

• Public

• Private

• Hybrid

• Permissioned
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Most Common Blockchain Frameworks
• Bitcoin Blockchain

• Ethereum

• Hyperledger projects

– Fabric

– Sawtooth Lake

– others

• So many more…only listing publically 
available chains that are most applicable to 
healthcare.

– Apologies to any left out!
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How do you know what to use?
• What is your application/use case?

• What blockchains are available to you?  

– Know the strengths and limitations of these frameworks

• Make sure you don’t try to fit a “square peg into a round hole”
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How does blockchain apply to health?
• By its very nature, blockchain is well positioned to be part of a solution to 

many problems in healthcare:

– Data Provenance

– Pharma Supply Chain and Medical Device Supply Chain

– Clinical Trials Patient Recruitment

– Security and Interoperability of IoMT Data

– Security and Privacy of Genomic Data

– Many others…
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Core Principles: At its core, a BC is an immutable distributed 

ledger that can better ensure the resilience, provenance, 

traceability, and management of healthcare data

Design Decisions:  Three primary design elements: (1)  

private models; (2) public models; and (3) hybrid (also 

consortium-based models.)  These design choices should map to 

healthcare industry specific challenges and characteristics ()

Beyond Blockchain:  Beyond the design elements and core 

principles, what “added value” does a health blockchain have to 

offer?  Examples include added compliance, audit, enabling 

aggregation/data sharing, incentivizing participation (tokens), etc.

Other characteristics for 

consideration

1. Data sharing, what is shared 

what is not? (levels of 

permissions)

2. Offchain storage vs. onchain

storage

3. Governance of a BC, p2p 

networks, roles for regulators? 

4. Use of smart contracts, and 

types of consensus

mechanisms?

”Health” Blockchain
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Additional meta-data (e.g. e-pedigree) in BC 
on supply chain attributes could help 
identify risks of counterfeiting and can also 
be augmented with other verification 
technologies

Healthcare Problem:  The security of the drug supply chain 
has been compromised by infiltration of fake, falsified and 
substandard medicines. Complexity and lack of data sharing

Why Blockchain?:  Enables provenance of supply chain 
data across multiple partners and better ensures integrity 
of the supply chain against fake medicine penetration

Design?:  Given industry needs, a permissions-based 
blockchain that is private and extends to select trusted 
partners is being explored by several companies

Pharma Supply Chain
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API is produced by 
raw material suppliers 
and then shipped to 
international 
manufacturers

Manufacturers 
produce finished 
medicine product for 
global distribution

Healthcare facility 
receives medicine for 
dispensing, but may 
not have sufficient 
records to establish 
pedigree or verify 
authenticity

Patients (end-users) 
lack the ability to verify 
if a medicine is 
authentic at point-of-
sale for their own safety

Solutions exist largely in isolation at each point to authenticate and verify, but there is no 
unifying framework to ensure a secure, immutable, shared ledger of supply chain transactions

Medicine is traded and 
shipped through multiple 
transactions and trading 
partners requiring 
authentication, 
verification, and track and 
trace at each point in the 
supply chain

Data exchange?
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Manufacturer
Primary

Wholesaler
Secondary

Wholesaler

Validated as 

“honest” part of 

chain

Rejected Private:  Not open to public 
(consumers) or regulators, 
focused on manufacturer’s 
supplier networks.  Compliance 
based on smart contracts

Contract 

compliance based 

on identity
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Manufacturer
Primary

Wholesaler
Secondary

Wholesaler

Validated as 

“honest” part of 

chain

Rejected
Private and Regulator 
(Consortium):  Not open to public 
(consumers) but limited visibility 
to regulators to monitor 
compliance of smart contracts.

Contract compliance based on 

regulatory controls such as licensure (as 

required by DSCSA) and other 

standards
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Manufacturer
Primary

Wholesaler
Secondary

Wholesaler

Validated as 

“honest” part of 

chain

Rejected Public Blockchain:  Added 
transparency to consumer level.  
Consumers can self-verify 
provenance and e-pedigree
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Additional meta-data in BC clinical trial 
attributes could help create shared patient 
databases for future participation and 
enable better sharing of trial results with 
subjects.

Problem:  Clinical trials recruitment is expensive and time 
consuming.  Study data should be verifiable and also follow 
study protocol and data sharing plan to support outcomes

Why Blockchain?:  Can enable patient matching and 
monitoring (e.g. matching with EHRs), can validate data, 
can incentivize patient participation, enable e-consent 

Design?:  Clinical trial BC can adopt hybrid design with 
public (enrollment) and private (clinical trial protocol) 
components.  Smart contracts can enable trial steps.

Clinical Trials
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Meta-data collected from multiple medical 
devices in a BC could better enable 
complete digital health identify and better 
ensure continuity of care.  Data could also 
better verify AEs and non-compliance

Problem:  Medical devices are becoming increasing enabled 
by wireless technology and reliant on health informatics for 
enhanced clinical decisionmaking. Security is key concern.

Why Blockchain?:  Further enable devices beyond IoT to 
allow smart contracts for maintenance, can ensure tamper 
proof medical device logs, better validate insurance claims

Design?:  A “recall” BC would likely need to be public and 
extend to the end-user (patient-level) but also could 
include visibility to regulator (consortium model.)  

Medical Device
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Genomic data in the blockchain could be 
one attribute of many.  For example, PMI 
(“All of Us”), collects environmental, 
lifestyle, and biologic data that can be added 
to genomic data in a bc enviornment

Problem:  The field of genomics and precision medicine is 
rapidly expanding along with the ability to generate large 
volumes of sequencing data (including DTC sequencing).

Why Blockchain?:  Verification of disparate sources of 
genomic data w/out centralization that could enable 
greater sharing for research, drug dev, pop health analysis.

Design?:  Several companies in the genomic BC space focus 
on public models that use tokens to encourage sharing of 
genomic data.  Privacy and security key issues. 

Genomics
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Additional meta-data in BC on supply chain 
attributes or post-market surveillance could 
help identify causes of spoilage/ 
adulteration and clusters of AEs that lead to 
recall events

Problem:  Product recalls (removal and correction) are 
expensive and time consuming.  Ensuring compliance to 
FDA recall monitoring and auditing can be difficult

Why Blockchain?:  Could ensure trustworthiness of data to 
accurately identify product subject to recall enabling 
”strategic removals” and establish immutable audit record 

Design?:  A “recall” BC would likely need to be public and 
extend to the end-user (patient-level) but also could 
include visibility to regulator (consortium model.)  

Pharmacovigilance
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Several pharmaceutical companies have 
come under fire for their policies on 
compassionate use.  Patients have taken to 
social media to compel access even when 
eligibility and benefit are unclear.

Problem: Patient Assistance Programs and EAPs lack 
standardization and are often difficult to match to eligible 
patients (rare disease, compassionate use, etc.) 

Why Blockchain?  A PAP and EAP BC could join with patient 
health wallet information and better verify identity and 
eligibility of patients seeking greater access.

Design?  A public BC model in partnership with patient 
advocacy groups and possible standardization of PAP and 
EAPs via smart contracts that transactions

Patient Assistance 
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Scientific Publishing

Problem:  Academic publication process lacks 
transparency, is slow, and reviewers often have little 
incentive to peer-review papers.  

Why Blockchain?:  Could enable faster and more 
transparent peer-review process that is immutable 
and can also better incentivize participation 
through cryptocurrency (tokens)

Design?:  A permissions-based blockchain open to 
public submission where access to manuscript and 
payment for services is enabled by smart contacts 
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SECURITY INTEROPERABILITY AND 
ANALYSIS

GLOBAL SOLUTION?

Ensuring the security of 
a “shared” ledger 

particularly when public 
and private data (i.e. 

manufacturer 
distributor  point of 
dispensing  patient)

Can open standards for 
BC enable greater 

interoperability between 
legacy systems and ERPs 

in order to further 
facilitate sharing and 

analysis of data

Can development of BC 
standards lead to 

regulatory harmonization 
across multiple 

countries/regulators by 
encouraging 

international data 
exchange?

POLICY RATIONALE

Is there a policy 
environment that either 
encourages or impedes 

blockchain adoption and 
how does that relate to 

design?  (e.g. DSCSA, 
HIPAA, GDPR)

INTEGRATION

Ensuring BC integration 
into other solutions such 

as IoT, lab tests, EHRs 
QRC, RFID, NFC, 

scanning devices, mobile 
phones, cloud 
databases, etc.

Beyond Blockchain?
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Key Requirements Applicability Compatible?

Product identification
Unique product identifier can be required contributed information 

validated as a side chain

Product tracing
Allows manufacturers, distributors and dispensers to provide tracing 

information in shared ledger

Product verification
Creates system and open solution to verify product identifier and 

other contributed information

Detection and response
Allows public and private actors to report and detect drugs suspected 

as counterfeit, unapproved, or dangerous

Notification
Creates shared system to notify FDA and other stakeholders if an 

illegitimate drug is found

Information requirement
Can create shared ledger of product and transaction information 

including verification of licensure information

Key Yes

No

Policy Rationale - DSCSA
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Topics of Interest
• Blockchain Security

– Is a blockchain secure?

• Should PHI be stored on a blockchain?

• What is the impact of GDPR for 
blockchain design/compliance?

• What about ICOs and Tokens?

• What is the role for standards settings?
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Opportunities to Engage

• IEEE Pharma Supply Chain/Clincial 

Trials/Medical Device Blockchain 

Industry Connections Program:  

Exploring frameworks for standards of 

interoperability between blockchain, 

supplychain and clnical trials.

• UCSD – IEEE SD/SA Blockchain in 

Healthcare Workshop:  May 24-25th at 

UCSD with focus on healthcare 

verticals.  Topics bc healthcare 101, do 

you need bc?, healthcare veriticals, 

digital identity, legal/regulatory, design 

workshop.
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Upcoming IEEE Blockchain Activities

• Currently recruiting – technologists, regulatory, pharma/health 
innovation professionals, patient advocacy groups – for participation 
in workstreams

• IEEE Wearables & Medical Interoperability Workshop (WAMI) –
25-26 April 2018, Washington DC – http://wami.ieee.org

• Health Blockchain Workshop – 25-25 May 2018, San Diego, CA

• Blockchain for Clinical Trials Forum Europe – November 2018, UK
http://blockchain.ieee.org/clinicaltrials

http://wami.ieee.org/
http://blockchain.ieee.org/clinicaltrials
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Interested in Participating IEEE 
Initiatives?

• Blockchain for Clinical Trials –
http://blockchain.ieee.org/clinicaltrials

• Blockchain for Pharma/Supply Chain–
http://blockchain.ieee.org/supplychain

• Connect with me directly

– M.Palombini@ieee.org

– Linkedin.com/in/mpalombini

– @DisruptiveRx

http://blockchain.ieee.org/clinicaltrials
http://blockchain.ieee.org/supplychain
mailto:M.Palombini@ieee.org
http://www.linkedin.com/in/mpalombini
http://www.twitter.com/disruptiveRx
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Contact Information

Please complete online session evaluation 

Email:  tmackey@ucsd.edu

Twitter:  @tkmackey

Linkedin:  tkmackey

Email:  robert@healthlinkages.com

Website: www.HealthLinkages.com

Twitter: @healthlinkages

Email:  m.palombini@ieee.org

Twitter: @disruptiverx

LinkedIn: mpalombini

mailto:tmackey@ucsd.edu
mailto:robert@healthlinkages.com
http://www.healthlinkages.com/
mailto:m.palombini@ieee.org

